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Executive Summary: The MSP Supply Chain Crisis and
Nation-State Exploitation

The global cybersecurity landscape now faces an unprecedented convergence of

nation-state espionage and supply chain exploitation, led by sophisticated threat

actors who use Managed Service Providers (MSPs) and Managed Security Service

Providers (MSSPs) as high-value force multipliers. APT10 (Stone Panda,

menuPass, Red Apollo), a Chinese state-sponsored group under the Ministry of

State Security (MSS), executed what the FBI called “one of the most significant

cyber intrusions in history” through the Cloud Hopper campaign- a multi-year

operation that compromised more than 100 MSPs to obtain privileged, automated

access to thousands of client organizations across 14+ countries.

 

Cloud Hopper’s effectiveness came from its strategy: instead of attacking

individual companies, breaching a small number of MSPs provided instant, pre-

authenticated administrative access to all their customers. This converted a single

intrusion into a global, scalable compromise across sectors including technology,

healthcare, manufacturing, energy, aerospace, and government, resulting in the

theft of billions in intellectual property, trade secrets, financial data, and strategic

information.
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Critical Threat Status: APT10 remains actively operational in 2025 with evolved capabilities including

more sophisticated Ecipekac loaders with enhanced anti-forensics, improved operational security

rivaling nation-state intelligence agencies, expanded targeting of cloud service providers, and new

infrastructure leveraging legitimate cloud services for command-and-control. The threat has not

diminished-it has adapted, intensified, and become more difficult to detect using traditional security

approaches.

 

The Failure of Traditional Security Architectures

Traditional, siloed security architectures-comprising disconnected SIEM, EDR, firewall, and compliance

tools-proved demonstrably insufficient to detect and neutralize APT10's advanced tactics. The

campaign exposed fundamental weaknesses:

 Signature-Based Detection Blindness: Custom-developed malware families (ChChes, RedLeaves,

PlugX, Ecipekac) had zero existing signatures in threat databases, rendering antivirus and

traditional IDS/IPS completely blind

Implicit Trust Model Vulnerability: MSP connections were whitelisted and excluded from

monitoring, creating massive security blind spots that attackers exploited as cover for malicious

operations

 No Behavioral Analytics: Complete inability to distinguish malicious MSP activity from legitimate

administrative operations due to a lack of baseline behavior modeling

 Inadequate Logging and Visibility: MSP actions are minimally logged with short retention periods

(30-90 days), eliminating forensic evidence before compromise discovery

 Manual Threat Hunting Limitations: Human-speed analysis cannot scale to detect patient,

sophisticated adversaries operating over years with sub-second lateral movement

The Seceon OTM Platform: Architectural Defense Against Supply Chain Attacks

The Seceon Open Threat Management (OTM) Platform represents a necessary architectural shift from

legacy security approaches, delivering a unified, AI-powered platform that consolidates aiSIEM, aiXDR-

PMax, SOAR 4.0, NDR, UEBA, and Identity Threat Detection and Response (ITDR) into a single,

integrated system purpose-built to address APT10-class supply chain threats at enterprise scale.
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Built on the Seceon Event Format (SEF), a unified, lossless data model ensuring seamless correlation

across IT, OT, Cloud, and Identity, the platform achieves:

95% false-positive reduction through AI-driven behavioral analytics

3-5x analyst productivity gains via unified visibility and automated workflows

Sub-5-minute Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR) for critical

incidents

70% automated incident response through SOAR 4.0 orchestration with 950+ platform integrations

Processing capacity of 1.6 trillion events per day with real-time analytics over 250PB daily

throughput

90% automated compliance reporting with instant readiness for SOC 2, ISO 27001, NIST CSF,

HIPAA, PCI-DSS, GDPR, and NERC CIP frameworks

 

For MSPs and MSSPs defending client portfolios against nation-state actors, the platform delivers

true Multi-Tier Multi-Tenancy (MTMT) with complete data isolation, per-tenant AI/ML threat models,

and horizontal scalability- enabling efficient management of thousands of clients while maintaining

47-58% cost savings through tool consolidation and achieving full ROI within 6-9 months.

 

This white paper provides a comprehensive analysis of APT10 Cloud Hopper tactics, techniques, and

procedures (TTPs); examines the catastrophic failures of traditional security; and presents the Seceon

OTM Platform as the unified defense solution specifically architected to detect, prevent, and

eliminate APT10-style supply chain attacks in their earliest stages while ensuring continuous

regulatory compliance and operational efficiency for service provider organizations.

Trusted by 9,000+ customers worldwide | Monitoring over 1.3 trillion security events per day

4Strategic Defense and Compliance Automation Against APT10 Cloud Hopper



APT10 Cloud Hopper Strategic Evolution and Operational Profile (2009-
2025)

Threat Actor Attribution and Strategic Mandate

Primary Designation: APT10 (Advanced Persistent Threat 10)

Known Aliases: Stone Panda, menuPass, Red Apollo, CVNX, POTASSIUM, Bronze Riverside,

TEMP.Avengers, Cloud Hopper

Attribution: Chinese Ministry of State Security (MSS)-state-sponsored cyber espionage unit with

strategic intelligence mandate

Operational History: Active since at least 2009 with documented campaigns spanning over 16 years.

Cloud Hopper campaign identified and attributed between 2014-2017, continuing operations through

2025 with evolved capabilities and expanded infrastructure.

Strategic Objectives: Large-scale intellectual property theft supporting Chinese economic

development priorities, strategic intelligence collection on geopolitical competitors, technology

transfer for military and commercial advantage, persistent access to critical infrastructure for

potential future operations, and comprehensive mapping of global supply chain relationships for

strategic exploitation.

 

The Cloud Hopper Campaign: Unprecedented Scale and Impact (2014-2017)

The Cloud Hopper campaign represents the most successful supply chain compromise operation

documented to date, achieving strategic objectives that would have been impossible through

traditional direct targeting methods. The FBI, Department of Justice, and multiple international

intelligence agencies characterized this as one of the most significant cyber intrusions in history due

to its unprecedented scope and multi-year persistence.

Impact Metric Documented Scale and Details

MSPs Compromised
100+ Managed Service Providers globally targeted and successfully compromised
across North America, Europe, Asia, and Australia

Geographic Reach
14+ countries affected simultaneously including United States, United Kingdom,
France, Switzerland, Sweden, Finland, Canada, Australia, Japan, South Korea, Brazil,
India, and South Africa
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Impact Metric Documented Scale and Details

Downstream Victims
Thousands of client organizations affected across all critical sectors including technology,
healthcare, manufacturing, energy, aerospace, government, defense, and financial services

Targeted Sectors
Technology & communications (IP theft), Healthcare & pharmaceutical (research data),
Manufacturing & engineering (trade secrets), Energy & aerospace (strategic intelligence),
Government & defense (classified data), Financial services (transaction data)

Dwell Time
Years of persistent, undetected access maintained through sophisticated operational
security, patient reconnaissance, and abuse of legitimate MSP administrative channels

Economic Impact
Billions of dollars in stolen intellectual property, trade secrets, competitive intelligence,
proprietary research, financial data, and strategic communications

Malware Families
Custom-developed toolsets including ChChes (encrypted RAT), RedLeaves (modular
backdoor), PlugX (multi-function RAT), Ecipekac (sophisticated loader), and multiple living-
off-the-land (LOTL) techniques

Current Status
Still actively operational in 2025 with evolved capabilities, more sophisticated loaders,
enhanced anti-forensics, improved OPSEC, and expanded cloud service targeting
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Evolution of Tactics: From Initial Operations to Modern Campaigns (2009-2025)

Phase 1: Early Operations (2009-2013)

Focus on Japanese targets in the technology and government sectors

Initial development of custom malware families (PlugX, Poison Ivy derivatives)

Traditional direct targeting of organizations through spear-phishing

Limited operational security leading to easier detection and attribution

 

Phase 2: Cloud Hopper Campaign (2014-2017)

Strategic pivot to MSP supply chain targeting as primary operational vector

Development of sophisticated custom malware (ChChes, RedLeaves, Ecipekac)

 Mastery of living-off-the-land techniques using PowerShell, PsExec, WMI

Patient, multi-year operations with extensive operational security

Abuse of legitimate MSP remote management tools (TeamViewer, LogMeIn)

 

Phase 3: Modern Operations (2018-2025)

More sophisticated Ecipekac loaders with enhanced anti-forensics capabilities

Expanded targeting of cloud service providers and SaaS platforms

Improved operational security rivaling nation-state intelligence tradecraft

Abuse of legitimate cloud services for command-and-control infrastructure

Integration of zero-day exploits alongside custom malware deployment

Enhanced anti-analysis techniques prevent signature extraction even after discovery
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The MSP/MSSP Supply Chain: A Critical Vulnerability for APT10
Exploitation

Why MSPs and MSSPs Represent Strategic Force Multipliers for Nation-State Actors

MSPs and MSSPs operate under a high-trust operational model, managing IT infrastructure,

cybersecurity operations, compliance monitoring, and sensitive data for numerous clients across

diverse, heavily-regulated sectors including healthcare, finance, government, and critical infrastructure.

For state-sponsored threat actors like APT10, compromising a single service provider offers an

irresistible strategic advantage: it grants scalable, pre-authenticated, privileged administrative

access to an entire portfolio of high-value targets via a single breach point, making the service

provider a force multiplier for exploitation with devastating efficiency.

 

The Strategic Advantages of MSP Targeting:

Automatic Access Multiplication: A Single MSP breach provides immediate access to hundreds or

thousands of downstream clients without additional exploitation effort

Pre-Authenticated Administrative Privileges: MSP accounts possess domain admin, enterprise

admin, and privileged system access across client environments by default

Trusted Communications Channels: MSP traffic whitelisted in security tools, firewalls, and

organizational policies, appearing as legitimate administrative activity

Diverse Sector Coverage: Single MSP serves clients across multiple high-value sectors

(healthcare, finance, government, technology), enabling sector-agnostic intelligence collection

Reduced Detection Risk: Malicious activity conducted under legitimate MSP credentials avoids

traditional threat detection focused on external attackers

Long-Term Persistence Opportunity: MSP relationships persist for years, providing sustained

access for patient reconnaissance and selective data theft

Regulatory Data Access: MSPs managing compliance have access to audit materials, security

configurations, and sensitive regulatory documentation

8

Trusted by 9,000+ customers worldwide | Monitoring over 1.3 trillion security events per day

Strategic Defense and Compliance Automation Against APT10 Cloud Hopper



APT10's Operational Targeting of the MSP Trust Model

APT10 specifically and systematically targeted the trust relationship between MSPs and their clients,

recognizing that this implicit trust created exploitable security blind spots. Their initial access vectors

demonstrated a deep understanding of MSP operational workflows:

 

Initial Access Techniques (MITRE ATT&CK T1566):

Spearphishing via Service: Compromise of vendor or MSP partner email chains to deliver

weaponized documents or installers appearing to originate from trusted sources

Credential Theft Campaigns: Sophisticated keylogging malware targeting MSP employees to

capture credentials with privileged client access

Remote Management Tool Exploitation: Targeting vulnerabilities in TeamViewer, LogMeIn,

ConnectWise, and other RMM platforms used for client management

VPN Gateway Compromise: Exploitation of weak authentication on MSP VPN infrastructure,

providing direct network access to client environments

Zero-Day Software Vulnerabilities: Exploitation of previously unknown vulnerabilities in network-

linked security and authentication systems

Supply Chain Software Compromise: Targeting software vendors serving MSPs to inject malicious

code into legitimate update mechanisms

The Attack Chain: Multi-Stage Systematic Compromise

APT10's Cloud Hopper campaign demonstrated exceptional tactical sophistication through a

methodical four-stage attack progression designed to exploit implicit trust relationships while

maintaining persistent, undetected access over years of operation.

Stage MITRE ATT&CK Techniques Target/Vector Operational Objective

1. Initial MSP Access
T1566 (Spearphishing) T1133
(External Remote Services) T1078
(Valid Accounts)

MSP employees, VPN
gateways, RMM
platforms

Gain trusted credentials or
deploy initial malware loader
to establish foothold in MSP
infrastructure
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Stage MITRE ATT&CK Techniques Target/Vector Operational Objective

2. MSP Environment
Takeover

T1053 (Scheduled Task) T1547
(Boot/Logon) T1059
(Command/Scripting) T1027
(Obfuscation)

MSP servers, privileged
service accounts,
administrative tools

Deploy custom malware
(ChChes, RedLeaves, PlugX),
establish persistence,
compromise privileged
accounts with client access

3. Lateral Movement
to Clients

T1021 (Remote Services) T1047
(WMI) T1078.002 (Domain
Accounts)

Client networks via
legitimate MSP access
channels

Abuse MSP administrative
credentials to access
downstream client
environments appearing as
normal operations

4. Client Network
Exploitation

T1087 (Account Discovery) T1083
(File/Directory Discovery) T1003
(Credential Dumping)

Client domain
controllers, file servers,
databases

Reconnaissance of high-value
targets, privilege escalation,
credential harvesting for
sustained access

5. Data Exfiltration at
Scale

T1005 (Local Data) T1039
(Network Shares) T1041 (C2
Exfiltration) T1020 (Automated)

Intellectual property,
trade secrets, financial
data, strategic
intelligence

Systematic theft of sensitive
data using encrypted C2
channels mimicking legitimate
MSP backup traffic
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Living-Off-The-Land: Abuse of Legitimate Administrative Tools

A critical element of APT10's success was their masterful abuse of legitimate, trusted administrative

tools (Living Off The Land - LOTL tactics) that MSPs use for normal operations. By using existing IT

management tools rather than introducing obviously malicious executables, attackers blended

seamlessly into routine MSP activity:

PowerShell: Execution of malicious scripts and commands using Windows native scripting,

appearing as normal administrative automation

PsExec: A Remote command execution tool from Microsoft Sysinternals Suite used for lateral

movement

Windows Management Instrumentation (WMI): Native Windows management framework abused

for remote execution and persistence

Remote Desktop Protocol (RDP): Legitimate remote access protocol used for interactive sessions

on compromised systems

Windows Admin Shares (SMB): Network file shares (C$, ADMIN$) used for file transfer and

malware deployment

Task Scheduler: Windows native scheduling service used for persistence and timed execution

Registry Modifications: Legitimate system configuration database abused for persistence and

defense evasion

 

Critical Security Implication: Traditional security tools whitelist these legitimate administrative tools,

making detection impossible without behavioral analytics that can distinguish malicious usage

patterns from legitimate administrative operations.
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Why Traditional Security Architectures Failed Catastrophically

The Signature-Based Detection Paradigm Failure

Traditional antivirus, intrusion detection systems (IDS), and intrusion prevention systems (IPS) relied

exclusively on known malware signatures and documented attack patterns in their threat databases.

APT10's custom-developed malware families had zero existing signatures when deployed, rendering

signature-based defenses completely blind to the threat:

ChChes RAT: Custom-developed Remote Access Trojan with encrypted command-and-control

communications using unique protocols

RedLeaves Backdoor: Modular backdoor with extensive reconnaissance and lateral movement

capabilities never before observed

PlugX Variants: Multi-function RAT with keylogging, screen capture, and file management using

custom encryption

Ecipekac Loader: Sophisticated multi-layered loader employing advanced anti-forensics and

evasion techniques

 

Polymorphic Code Techniques: Even after initial discovery and signature creation, APT10 malware

continuously changed binary signatures while maintaining functional capability, defeating signature

updates and rendering traditional AV ineffective even against "known" threats.

 

The Catastrophic Trust-Based Access Model Vulnerability

The most devastating security failure enabling Cloud Hopper was the implicit trust model applied to

MSP connections. Client organizations configured security tools to explicitly whitelist and exclude

MSP administrative activity from monitoring, creating the perfect operational cover for APT10:

Critical Trust Model Failures:

MSP IP Address Whitelisting: Firewall rules and SIEM configurations explicitly excluded MSP

source IP addresses from security monitoring to reduce "noise" from routine administrative

activity
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Operational Impact: APT10 activity conducted under compromised MSP credentials appeared

identical to legitimate administrative operations, bypassing all security controls designed to detect

external attackers. The implicit trust granted to MSP connections created massive blind spots

exploited for years without detection.

Complete Absence of Behavioral Analytics Capabilities

Traditional security architectures completely lacked the capability to establish behavioral baselines

for MSP user accounts, service accounts, and administrative tool usage. This fundamental gap made

distinguishing malicious activity from legitimate operations technically impossible:

 

Missing Behavioral Detection Capabilities:

No User Behavior Baselines: Systems could not identify unusual access times, frequencies,

geographic anomalies, or atypical data access patterns for MSP accounts

No Entity Behavior Modeling: Inability to detect when service accounts, processes, or systems

behaved inconsistently with established normal patterns

No Volume Anomaly Detection: Large-scale data access, compression, or transfer activities went

undetected because no baselines existed for "normal" data volumes

No Impossible Travel Detection: APT10 accessing accounts from Chinese IP addresses, followed

by legitimate MSP access from domestic locations, went unflagged

No Credential Sharing Alerts: Simultaneous logins from multiple geographic locations, indicating

credential compromise not detected

No Privilege Escalation Monitoring: Unusual privilege elevation attempts or lateral movement

patterns are invisible without behavior analysis

No Temporal Pattern Analysis: After-hours access, weekend activity, or holiday period operations

inconsistent with MSP business hours are not flagged
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Fundamental Technical Limitation: Without machine learning-powered User and Entity Behavioral

Analytics (UEBA), security tools cannot distinguish between a legitimate MSP administrator accessing

client systems for scheduled maintenance versus APT10 using compromised MSP credentials for

reconnaissance and data theft. Both activities generate identical logs and network traffic.

Inadequate Logging, Visibility, and Forensic Capabilities

Organizations failed to comprehensively log MSP administrative actions, treating them as trusted

operations not requiring detailed audit trails. This created forensic blind spots that eliminated the

ability to investigate compromise even after eventual discovery:

Minimal MSP Activity Logging: MSP actions logged at reduced fidelity or excluded entirely from

security event logging to minimize storage costs

Short Log Retention Periods: Typical 30-90 day retention meant evidence of compromise

overwritten long before detection, eliminating forensic investigation capabilities

Fragmented Log Sources: Lack of unified logging across networks, endpoints, cloud platforms,

and identity systems prevented correlation of multi-stage attacks

 No East-West Traffic Monitoring: Security focus on perimeter (north-south traffic) missed internal

lateral movement and data staging activities

Insufficient Detail Capture: Logs captured "what" occurred but not "why," "who" (true identity), or

contextual information necessary for investigation

No Chain of Custody: Logs not protected with cryptographic integrity verification, making them

unreliable for forensic analysis or legal proceedings

 

Cloud Hopper Impact: When organizations finally discovered a compromise, all forensic evidence had

been overwritten by log rotation policies. Investigators could not determine initial access dates,

exfiltrated data scope, or full attack chain without evidence. APT10 operated with complete freedom,

knowing forensic trails would self-destruct.

14

Trusted by 9,000+ customers worldwide | Monitoring over 1.3 trillion security events per day

Strategic Defense and Compliance Automation Against APT10 Cloud Hopper



Manual Threat Hunting Cannot Scale to Nation-State Velocity

Even organizations with mature Security Operations Centers (SOCs) and dedicated threat hunting

teams struggled because manual analysis cannot scale to detect patient, sophisticated adversaries

operating over years with sub-second decision cycles:

Manual Analysis Limitations:

 Analyst Bandwidth Constraints: Security analysts overwhelmed with 10,000+ daily alerts cannot

proactively hunt for subtle MSP account anomalies

Alert Fatigue: 90-95% false positive rates from signature-based tools mean genuine threats are

buried in noise

No Automated Correlation: Manual correlation across millions of events to identify multi-stage

attack patterns is technically infeasible at human speed

Lack of Hypothesis Frameworks: Teams lacked structured methodologies to systematically hunt

for supply chain compromise indicators

Tool Fragmentation: Analysts switching between 10-15 different security tools for investigation

creates context loss and delays

 No Proactive Baselining: Manual analysis reactive to alerts rather than proactive identification of

behavioral anomalies

 Human Speed vs. Machine Speed: Attackers operate at machine speed (milliseconds) while

human analysts work at human speed (hours/days)

 

Operational Reality: APT10 maintained persistent access for years while security teams manually

investigated thousands of false positives. The velocity mismatch between nation-state attackers

(operating at machine speed with automated reconnaissance) versus human defenders (manually

triaging alerts) made detection mathematically impossible without AI-powered automation.
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MITRE ATT&CK Framework Mapping and Kill Chain Analysis

Tactic Technique ID Technique Name APT10 Cloud Hopper Implementation

Reconnaissance T1589 T1590 T1598
Gather Victim Identity
Gather Victim Network
Phishing for Information

MSP employee targeting,
organizational research via
LinkedIn/public sources, technical
infrastructure mapping, identification
of MSP-client relationships

Resource
Development

T1583 T1585 T1588
Acquire Infrastructure
Establish Accounts
Obtain Capabilities

C2 infrastructure setup, purchase of
domain names mimicking legitimate
MSPs, acquisition of zero-day exploits,
development of custom malware

Initial Access
T1566.001 T1566.002
T1133 T1199

Spearphishing
Attachment
Spearphishing Link
External Remote Services
Trusted Relationship

Spearphishing MSP employees with
weaponized documents, exploitation of
RMM tools (TeamViewer, LogMeIn),
VPN gateway compromise, abuse of
MSP-client trust relationships

Execution
T1059.001 T1059.003
T1204.001 T1204.002

PowerShell Windows
Command Shell
Malicious File Malicious
Link

PowerShell scripts for automation,
cmd.exe for command execution, user
execution of malicious attachments,
social engineering for malware
execution

Persistence
T1053.005 T1547.001
T1543.003 T1078

Scheduled Task Registry
Run Keys Windows
Service Valid Accounts

Scheduled tasks for malware
execution, registry modifications for
boot persistence, creation of Windows
services, compromise and continued
use of valid MSP credentials

Privilege Escalation
T1078.002 T1078.003
T1068

Domain Accounts Local
Accounts Exploitation

Exploitation of MSP domain admin
accounts, local administrator abuse,
zero-day privilege escalation exploits

Complete ATT&CK Technique Coverage Across the Kill Chain

APT10's Cloud Hopper operations demonstrate comprehensive coverage across the MITRE ATT&CK

framework, utilizing sophisticated techniques at each stage of the attack lifecycle. This mapping

enables threat-informed defense planning, detection engineering, and purple team validation

exercises.
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Tactic Technique ID Technique Name APT10 Cloud Hopper Implementation

Defense Evasion
T1027 T1036
T1574.002 T1070

Obfuscated Files
Masquerading DLL Side-
Loading Indicator
Removal

Code obfuscation and encryption,
masquerading as legitimate MSP tools,
DLL side-loading to bypass
whitelisting, log deletion and
timestamp manipulation

Credential Access
T1056.001 T1003.001
T1003.003 T1110

Keylogging LSASS
Memory NTDS Brute
Force

Keyloggers for credential capture,
LSASS memory dumping with
Mimikatz, NTDS.dit extraction from
domain controllers, password spraying
attacks

Discovery
T1087 T1018 T1083
T1069 T1482

Account Discovery
Remote System
Discovery File/Directory
Discovery Permission
Groups Discovery Domain
Trust Discovery

Enumeration of user accounts, network
reconnaissance, file system mapping,
identification of privilege levels,
mapping of domain trust relationships

Lateral Movement
T1021.001 T1021.002
T1047 T1550

Remote
DesktopSMB/Admin
SharesWMIUse Alternate
Authentication

RDP for interactive sessions, SMB file
shares for lateral movement, WMI for
remote command execution, pass-the-
hash and pass-the-ticket attacks

Collection
T1005 T1039 T1113
T1056.001 T1560

Data from Local
SystemData from
Network Shared
DriveScreen
CaptureKeyloggingArchiv
e Collected Data

Local file access and theft, network
share enumeration and collection,
screenshots of sensitive data,
keystroke capture, data compression
and staging for exfiltration

Command and
Control

T1071.001 T1573.001
T1090 T1132

Web ProtocolsSymmetric
CryptoProxyData
Encoding

HTTPS C2 channels, custom
encryption protocols, compromised
systems as proxies, base64 and
custom encoding for traffic
obfuscation

Exfiltration
T1041 T1020 T1048
T1030

Exfiltration Over
C2Automated
ExfiltrationExfiltration
Over Alternative
ProtocolData Transfer
Size Limits

Data theft over C2 channels,
automated systematic collection, DNS
tunneling for stealth exfiltration,
throttling transfer rates to avoid
detection

Impact T1485T1486T1490
Data Destruction Data
Encrypted for Impact
Inhibit System Recovery

Evidence destruction on compromised
systems, potential for ransomware
deployment for financial gain, deletion
of backup and recovery capabilities
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Critical Technique Analysis: Most Dangerous TTPs

T1078 - Valid Accounts: The Foundation of Cloud Hopper Success

Why This Matters: APT10's abuse of legitimate, valid MSP credentials is the single most critical

technique enabling Cloud Hopper. All subsequent malicious activity conducted under valid accounts

appears authorized, bypassing authentication controls and appearing in logs as normal administrative

operations.

Defense Requirement: Identity Threat Detection and Response (ITDR) plus UEBA to detect

credential misuse through behavioral analysis

Seceon Solution: Real-time ITDR monitoring with impossible travel detection, credential sharing

alerts, and privilege escalation monitoring

 

T1059.001 - PowerShell: Living Off The Land Execution

Why This Matters: PowerShell is a legitimate administrative tool present on all Windows systems and

whitelisted universally. APT10 uses PowerShell for malware execution, reconnaissance, lateral

movement, and data collection—all appearing as normal scripting activity.

 

Defense Requirement: PowerShell script block logging, command-line parameter analysis,

behavioral detection of anomalous PowerShell usage

Seceon Solution: Deep PowerShell telemetry analysis with ML models detecting malicious scripts

even when obfuscated

 

T1021 - Remote Services: Lateral Movement Invisibility

Why This Matters: MSPs legitimately use RDP, SMB, and WMI for client management. APT10 abuses

identical protocols for lateral movement, making detection impossible without behavior analysis

distinguishing normal admin activity from malicious reconnaissance. 

Defense Requirement: Network Detection and Response (NDR) with behavioral baselining of

normal remote access patterns

Seceon Solution: AI-powered NDR detecting anomalous remote access frequency, unusual target

systems, and suspicious command patterns
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The Seceon Open Threat Management Platform - Unified Architecture for
APT10 Defense

Component Function & Capabilities APT10 Defense Relevance

aiSIEM
AI-driven log correlation, 95% false positive
reduction, 70+ threat intelligence feeds, 800+
connectors, 7-year retention

Unified visibility across MSP and client
environments, behavioral threat detection, long-
term forensics for multi-year APT campaigns

aiXDR
Extended detection across
IT/OT/Cloud/Endpoint/Network/Identity, cross-
domain correlation, 70% automated response

Detects multi-stage attacks spanning MSP
tools, client networks, and cloud infrastructure
in unified view

SOAR 4.0
950+ integrations, generative AI playbooks, sub-
90-second response, automated containment
and remediation

Machine-speed response to credential abuse,
lateral movement, and data exfiltration before
damage occurs

UEBA
Machine learning behavioral analytics for users
and entities, impossible travel detection,
credential sharing alerts

Detects compromised MSP accounts through
behavioral anomalies invisible to traditional
tools

NDR
Network traffic analysis, deep packet inspection,
encrypted traffic behavioral analysis, east-west
monitoring

Identifies C2 communications and lateral
movement even when using legitimate
protocols

ITDR
Identity-focused threat detection, privilege
escalation monitoring, account misuse
detection

Critical for detecting abuse of valid MSP
credentials and administrative privilege
exploitation

Eliminating Security Tool Silos: The Strategic Imperative

Defending against APT10-class supply chain attacks requires fundamental architectural

transformation away from fragmented, siloed security tools. The Seceon Open Threat Management

(OTM) Platform is purpose-built to eliminate tool sprawl by consolidating core security functions into

a unified, AI-powered system:
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The Seceon Event Format (SEF): Foundation for Unified Intelligence

The strategic advantage of Seceon OTM lies in its architectural foundation: the Seceon Event Format

(SEF). SEF is a unified, lossless data model built into the platform from inception, ensuring seamless

data flow, consistent analytics, and perfect correlation fidelity across all security domains (IT, OT,

Cloud, Identity).



SEF Architectural Advantages:

Unified Data Model: Single normalized format eliminating translation losses between security

tools

95% Faster Correlation: Direct correlation without format conversion or data marshalling delays

Zero Correlation Gaps: Perfect event relationships preserved across multi-stage attacks

70% Storage Reduction: Intelligent compression and deduplication without information loss

Real-Time Analytics: Instant enrichment, correlation, and threat intelligence integration

Forensic Precision: Complete attack chain reconstruction with microsecond timestamps

 

Critical Difference: Unlike security platforms "kludged together" from multiple acquired products with

incompatible data models, Seceon OTM is natively unified from architecture inception. This

eliminates the integration fragility, data loss, and correlation gaps that plague multi-vendor security

stacks

 

Massive Scale and Performance: Enterprise-Grade Capacity

The platform is engineered for enterprise-scale operations required to defend large MSP/MSSP

organizations managing thousands of clients:

Performance Metric Demonstrated Capacity

Daily Event Processing 1.6 trillion security events analyzed daily across global deployments

Real-Time Analytics Throughput 250+ petabytes per day processed using Apache Spark distributed analytics

Customer Deployment Scale 8,800+ organizations protected globally across all critical sectors

MSSP Partner Ecosystem 640+ MSSPs delivering managed security services using the platform

Integration Coverage 950+ pre-built connectors for security tools, cloud platforms, identity systems

False Positive Reduction 95% reduction through AI-driven correlation and behavioral analytics

Automated Response Rate 70% of incidents automatically contained without human intervention

Mean Time to Detect (MTTD) Sub-5 minute detection for critical threats through real-time correlation
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APT10 Defense Implication: Cloud Hopper operations generated massive event volumes across

hundreds of MSP clients over years. Only platforms with true enterprise scale and advanced AI

correlation can identify subtle anomalies within billions of daily events while maintaining sub-5-minute

MTTD for critical threats.

AI-Driven Defense Strategy - Defeating APT10 at Every Stage

User and Entity Behavioral Analytics (UEBA): The Critical Defense Layer

UEBA represents the most critical defense capability against APT10's abuse of legitimate MSP

credentials. Traditional security tools cannot detect malicious activity conducted under valid accounts

because authentication succeeds and traffic appears authorized. Only behavioral analytics can

identify the subtle anomalies indicating compromise.

 

Seceon UEBA Capabilities for MSP Account Protection:

Behavioral Baseline Establishment: AI models automatically learn normal access patterns for

every MSP account including typical access times, frequencies, durations, source locations, and

target systems

Impossible Travel Detection: Immediate alerting when MSP account accesses from geographically

impossible locations (e.g., Beijing access followed by New York access 30 minutes later)



Credential Sharing Detection: Identification of simultaneous logins from multiple locations

indicating credential compromise and unauthorized sharing

Unusual Access Time Patterns: Flagging MSP account activity during abnormal hours inconsistent

with established business patterns

Excessive Data Access Alerts: Detection of data access volumes or target file servers significantly

exceeding normal behavioral baselines

Lateral Movement Identification: Recognizing unusual system-to-system access patterns

characteristic of network reconnaissance

Privilege Escalation Monitoring: Detecting attempts to elevate privileges or access resources

outside normal MSP operational scope

 

APT10 Detection Example: MSP technician account "admin@msp.com" normally accesses client

systems Mon-Fri 8am-6pm EST from MSP office IP 203.0.113.5, accessing 10-15 client servers daily.

UEBA detects anomalies:

3:00 AM Sunday access from IP 61.128.x.x (China) - Impossible travel + unusual time

 Access to 200+ servers in 2-hour period - Excessive volume anomaly

 Bulk download of files from client domain controllers - Atypical behavior pattern

 Result: Real-time alert with 95%+ confidence of compromise

Network Detection and Response (NDR): Defeating Custom C2 and Lateral Movement

APT10's custom malware (ChChes, RedLeaves, Ecipekac) uses encrypted, non-standard command-

and-control protocols specifically designed to evade signature-based detection. Seceon NDR provides

behavioral network analysis detecting threats through traffic patterns rather than signatures:

Advanced NDR Capabilities:

Deep Packet Inspection (DPI): Analysis of packet contents and metadata even within encrypted

traffic to identify anomalous patterns

NetFlow Telemetry Analysis: Behavioral analysis of network flows identifying unusual

communication patterns, data volumes, and connection frequencies
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Encrypted Traffic Behavioral Analysis: Detection of C2 communications through metadata

analysis (timing, volume, destination patterns) without decryption

Data Exfiltration Pattern Recognition: Identification of systematic large-scale data transfers

mimicking backup traffic but exhibiting exfiltration characteristics

Lateral Movement Detection: East-west traffic monitoring identifying reconnaissance scans and

pivot operations across client networks

Living-Off-The-Land Protocol Analysis: Behavioral detection of RDP, SMB, WMI, and PowerShell

remoting abuse distinguishing malicious from legitimate usage

 

Critical Integration: Seceon NDR correlates network anomalies with endpoint and identity

intelligence. When NDR detects suspicious encrypted traffic to an external IP, it automatically

correlates with:

UEBA: Which user/MSP account initiated the connection

aiXDR: Which endpoint process generated the traffic

aiSIEM: Historical context and threat intelligence on destination IP

Result: Complete attack chain visibility in unified dashboard

Identity Threat Detection and Response (ITDR): Stopping Credential Abuse

Since APT10's primary attack vector is abuse of legitimate MSP credentials, dedicated Identity Threat

Detection and Response capabilities are mandatory for effective defense:

Privileged Account Monitoring: Continuous surveillance of all privileged MSP accounts with

domain admin, enterprise admin, or service account privileges

Authentication Anomaly Detection: Identification of unusual authentication patterns, including

multiple failed attempts, impossible travel, and unusual MFA bypass

Credential Exposure Detection: Integration with dark web monitoring and breach databases to

detect compromised MSP credentials

Service Account Behavior Analysis: Detection of service accounts exhibiting interactive login

behavior or accessing resources outside the normal scope
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Domain Controller Protection: Specialized monitoring of domain controller access, NTDS.dit

access attempts, and DCSync operations

Zero Trust Architecture: Eliminating Implicit Trust

The catastrophic failure of implicit MSP trust requires Zero Trust Architecture implementation as a

foundational defense principle:

Seceon Zero Trust Implementation:

Never Trust, Always Verify: Continuous verification required for every MSP connection, even with

valid credentials

Contextual Access Control: Access decisions based on user identity, device posture, location, time,

and behavioral risk score

Micro-Segmentation: Network segmentation limiting lateral movement even after initial

compromise

Just-In-Time Privileged Access: Elimination of standing privileged credentials, requiring elevation

approval for each administrative action

Least Privilege Enforcement: MSP accounts are granted minimum necessary permissions for

specific tasks rather than blanket domain admin

Continuous Risk Scoring: Real-time risk assessment for every user session based on behavioral

analytics
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Automated Response at Machine Speed - SOAR 4.0 Orchestration

The Velocity Imperative: Why Human-Speed Response Fails

APT10 operates at machine speed with automated reconnaissance, lateral movement, and data

exfiltration. After initial access, attackers can:

Enumerate the entire Active Directory in seconds using automated tools

Pivot to 50+ systems within minutes using compromised credentials

Exfiltrate gigabytes of data within hours before detection



APT10 Attack Stage SOAR Automated Response Execution Time

Phishing Detection
Quarantine email, block sender domain, disable user
account, alert security team

< 5 seconds

Malware Execution
Isolate endpoint from network, terminate malicious
processes, quarantine files, collect forensics

< 10 seconds

Credential Compromise
Force password reset, revoke active sessions, enable MFA
enforcement, disable account

< 15 seconds

Lateral Movement
Block source IP at firewall, isolate compromised systems,
disable service accounts, alert SOC

< 20 seconds

Privilege Escalation
Revoke elevated privileges, terminate admin sessions, lock
domain admin accounts

< 15 seconds

Data Exfiltration
Block destination IPs, terminate data transfer connections,
isolate systems, preserve forensics

< 30 seconds

C2 Communications
DNS sinkhole malicious domains, firewall block C2 IPs,
endpoint isolation, kill processes

< 10 seconds

Establish persistence across multiple systems in parallel

 

Human Response Limitations: Security analysts require:

30-60 minutes: Alert triage and initial investigation

 2-4 hours: Containment decision and coordination

4-8 hours: Manual containment execution across systems

Result: Attackers win the velocity race by hours

Seceon SOAR 4.0: Sub-90-Second Automated Containment

Seceon SOAR 4.0 achieves sub-90-second automated response to critical threats, leveraging 950+

platform integrations for orchestrated containment:
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Generative AI Playbook Creation (SERAai): SOAR 4.0 leverages generative AI to automatically create

incident response playbooks for new threat scenarios, eliminating the need for manual playbook

development and enabling immediate response to novel attacks.

Continuous Compliance Automation - aiCompliance CMX360™

Regulatory Imperatives for MSPs and MSSPs

MSPs and MSSPs face complex, multi-framework compliance obligations driven by their own

business requirements plus inherited obligations from clients across diverse regulated sectors:



Framework MSP/MSSP Applicability APT10 Defense Relevance

SOC 2 Type II
Mandatory for service organizations
managing customer data and security
services

Security and Availability criteria require
documented incident response and MTTR
metrics

ISO 27001
International ISMS standard required by global
enterprise clients

Requires comprehensive logging, monitoring,
and incident management controls

NIST CSF
Critical for MSSPs serving government
contractors and critical infrastructure

Detect and Respond categories directly
addressed by OTM capabilities

HIPAA
Required when managing healthcare client
data or systems

Security Rule requires access controls, audit
trails, and breach notification

PCI-DSS
Applicable when processing payment card
data for clients

Requirements 10-11 mandate logging,
monitoring, and penetration testing

GDPR
European data protection regulation for EU
client data

Article 32 requires security measures, including
encryption and breach detection

NERC CIP
Critical infrastructure protection for energy
sector clients

CIP-007 requires security event monitoring and
incident response

NIST SP 800-53
Federal contractors and government service
providers

SI (System and Information Integrity) and IR
(Incident Response) families

DORA
EU Digital Operational Resilience Act for
financial services

ICT risk management and incident reporting
requirements

NIS 2 Directive
EU network and information security for
essential services

Security incident notification and supply chain
security requirements
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aiCompliance CMX360: Posture-Driven Continuous Compliance

Seceon aiCompliance CMX360™ fundamentally transforms compliance from a periodic,

documentation-heavy manual process into a continuous, posture-driven automated outcome. The

system builds compliance evidence directly from live security posture and operational security data:

Automated Compliance Capabilities:

90% Automated Reporting: Pre-built templates for all major frameworks, reducing manual

documentation effort by 90%

2 Hours vs 2 Weeks: Audit preparation time reduced from a typical 2-week effort to 2 hours

through automation



95% Audit Prediction Accuracy: AI-powered gap analysis predicting audit outcomes with 95%

accuracy before auditor engagement

60-80% Instant Readiness: Organizations achieve 60-80% compliance readiness immediately upon

platform deployment

Multi-Framework Support: Simultaneous evidence collection and reporting across all applicable

frameworks

7-Year Forensic Retention: Long-term storage architecture providing 7-year log retention with

forensic search

Chain of Custody: Cryptographic integrity verification ensuring audit trail reliability for legal

proceedings

 

Mapping Security Performance to Compliance Controls

Critical Advantage: CMX360 automatically maps security platform performance (threat detection,

response times, incident outcomes) directly to compliance control requirements:

29

Trusted by 9,000+ customers worldwide | Monitoring over 1.3 trillion security events per day

Strategic Defense and Compliance Automation Against APT10 Cloud Hopper

Framework & Control Compliance Requirement Seceon Capability Automated Evidence

SOC 2 - CC7.3
System monitors and evaluates
security events

aiSIEM + UEBA real-
time monitoring

Automated logs of threat
detection, alert volumes, and false
positive rates

SOC 2 - CC7.4
System responds to identified
security events

SOAR 4.0 automated
response

Incident response playbook
execution logs, MTTR metrics, and
containment evidence

NIST CSF - DE.CM
Continuous monitoring for
anomalous activity

aiXDR + NDR
behavioral analytics

Anomaly detection logs, baseline
deviations, behavioral alerts

NIST CSF - RS.RP
Response processes tested and
refined

SOAR playbook
validation

Automated response success
rates, playbook execution logs, and
improvement metrics

ISO 27001 - A.16.1.7
7-year information security event
logging

Long-term storage
(LTS)

Complete audit trails with 7-year
retention, forensic search
capabilities
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MSPs
Compromised

 Four Pillars of APT10 Threat

APT10 Operational Status
Active

Anti-Forensics
Capabilities

Enhanced
Threat Level
Critical

APT10 Cloud Hopper Defense Strategy
Strategic Defense and Compliance Automation Against Nation-State Threats

 Current Threat Status (2025-26)

Results

Countries Affected In Stolen IP

100+ 14+ Billions

Why Defense Against APT10 Matters Now

 95%
False Positive Reduction Mean Time to Detect Cost Savings

<5 min 47-58%

  Traditional Security Failures  Seceon OTM Platform Solution
Signature-based blindness: Zero malware signatures
detected
Implicit trust vulnerability: MSP connections
whitelisted
No behavioral analytics: Cannot distinguish malicious
activity
Inadequate logging: 30-90 day retention eliminates
forensics
Manual analysis limitations: Human speed vs machine
speed attacks
Tool fragmentation: Siloed security with no correlation

AI-powered detection: Behavioral analytics, not
signatures
Zero trust architecture: Continuous verification of all
MSP access
UEBA capabilities: Detects compromised credentials
instantly
7-year retention: Complete forensic investigation
capability
Sub-90-second response: Automated SOAR
containment
Unified platform: Single pane correlation across all
domains

Expanded
Cloud Service

Targeting

Active threat: APT10 remains operational in 2025 with enhanced capabilities
MSP vulnerability: Supply chain attacks multiply impact across thousands of organizations.

Time to act: Traditional security has proven insufficient - unified AI-powered defense is mandatory.

 Years
Undetected Dwell

Time

70%
Automated Response



Conclusion

The APT10 Cloud Hopper campaign fundamentally redefined the cybersecurity threat landscape,

demonstrating that sophisticated nation-state actors can achieve unprecedented scale and impact

through strategic exploitation of Managed Service Provider (MSP) trust relationships. By

compromising over 100 MSPs, APT10 gained scalable, pre-authenticated access to thousands of

downstream organizations across 14+ countries, resulting in billions of dollars in stolen intellectual

property, trade secrets, and strategic intelligence while maintaining undetected access for years. This

comprehensive analysis has conclusively demonstrated that traditional, fragmented security

approaches-comprising disconnected SIEM, EDR, firewall, and compliance tools-are fundamentally

inadequate against APT10-class threats. Seven critical failure modes rendered conventional defenses

ineffective: signature-based detection blindness, implicit trust model exploitation, absence of

behavioral analytics, inadequate logging and forensics, manual analysis limitations, tool fragmentation

creating correlation gaps, and a reactive posture incapable of detecting patient, multi-year operations.

The catastrophic reality is that APT10 maintained persistent access while security teams manually

investigated thousands of false positives, proving that the velocity mismatch between nation-state

attackers operating at machine speed and human defenders makes detection mathematically

impossible without AI-powered automation.

The Seceon Open Threat Management (OTM) Platform represents the necessary architectural

transformation from legacy security approaches, delivering a unified, AI-powered system that

consolidates aiSIEM, aiXDR, SOAR 4.0, NDR, UEBA, and Identity Threat Detection and Response (ITDR)

into a single integrated platform specifically architected to detect, prevent, and eliminate APT10-style

supply chain attacks. Built on the Seceon Event Format (SEF)-a unified, lossless data model-the

platform achieves 95% false positive reduction, sub-5-minute Mean Time to Detect, 70% automated

incident response, and processing capacity of 1.6 trillion events daily.
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 Critical capabilities include AI-driven behavioral analytics (UEBA) that detect credential abuse through

impossible travel and anomalous access patterns, Zero Trust architecture eliminating implicit MSP

trust, sub-90-second automated response (SOAR 4.0) through 950+ platform integrations, and

continuous compliance automation (aiCompliance CMX360) across SOC 2, ISO 27001, NIST CSF,

HIPAA, PCI-DSS, and GDPR frameworks. With APT10 remaining actively operational in 2025 with

enhanced anti-forensics capabilities and expanded cloud service targeting, organizations-particularly

MSPs and MSSPs-face an existential imperative: immediately transition to unified, AI-powered

defense platforms or face mathematical certainty of compromise. The Seceon OTM Platform delivers

this transformation while achieving 47-58% cost savings through tool consolidation, 3-5x analyst

productivity gains, and full ROI within 6-9 months, making it the definitive solution for defending

against nation-state supply chain attacks that threaten the foundation of modern digital infrastructure.
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About Seceon

Seceon enables MSPs, MSSPs, and Enterprises to reduce cyber threat risks and their security stack

complexity while greatly improving their ability to detect and block threats, and breaches at scale.

Seceon’s Open Threat Management (OTM) platform augments and automates MSP and MSSP security

services with our AI and ML-powered aiSIEM, aiXDR, and aiMSSP platforms. The platform delivers

gapless coverage by collecting telemetry from logs, identity management, network logs and flows,

endpoints, clouds, and applications. It’s all enriched and analyzed in real-time by applying threat

intelligence, AI and ML models built on behavioral analysis, and correlation engines to create reliable,

transparent detections and alerts. Over 700 partners are reselling and/or running the industry's lowest

TCO, efficient security services with automated cyber threat remediation and continuous compliance

for over 9,000 clients.
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